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February 17,2009

Philip R. Adams, Jr.

Marlene H. Dortch, Secretary
Federal Communications Commission
445 12th Street S.W.
Washington, D.C. 20554

RE: Annual Customer Proprietary Network Information Compliance
Certification; EB Docket No. 06-36.

Dear Ms. Dortch:

Please find attached the Annual Customer Proprietary Network Information ("CPNI")
Compliance Certification for GeoTel Communications, Inc. Please feel free to call me if
you have any questions regarding this filing.

Sincerely,

Leon Nowalsky

LLN/cdp

Attachment



STATElVfENT OF POLICY IN TREATlVIENT OF
CUSTOMER PROPRIETARY NETWORK INFORMATION

l. it is GeoTel Communications Services, Inc.'s ("GeoTe]") policy nOT to use ePNI for any
activity other than pmmitted by law. Any disclosure of CPNI to ower parties (such as
affiliates, vendors~aJ1d ag0tlts}o(;'(;.uTsonl;rif.lt is necessary to condticta logiLiIl1ate
businqss £lctivityre1~tedtDt~e'S?1.ylcesalreadyprovlded by the companyto the custorner.
If the Company is not required by law to disclose the CPNI or if the intended use does
not ran within one of the carve om.s, the Company will first obtain the eustom"r's consent
prior to using CPNI

2. GeoTel follows industry-standard practices to prevent lmauthorized access to erN[ by a
person other that the subscriber or GeoTe!. However, GeoTe] cannot guarantee that these
practices will prevent every unauthorized attempt to access, use, or disclose personally
identifiable information. ThefefoTc:

A. [1' an unauthorized djsclosure were to occur, GeoTel shall pmvjde notification of
the breach 'within seven (7) days to the United States Secret Service ("USSS") and
the Federal Bureau o.flnvestigation ("'FBr).

B. GeoTel shall wait an additional seVCll (1) days from its govermnent notice prior to
notifying the affected. customers of the breach.

C. 0!otwi4'1st'4'lding the provisions in subpllragraph B above, GcoTe! shall not wait
the additional seven (7) days to notify its customers if GcoTel determine' there is
an immediate risk ofin:eparahlc hann ro the customers.

D. GeoTel shall maintain records of discovered breaches for a period of at least two
(2) years.

3. Ail employees will be traineel as to when they are, and are not, authorized to use CPNJ
upon employment with the Company aud annually thereafter.

A SpeGltlca.l1y, Oeo1'$) Sl1all'iprohibitits personnel ITomte[$asing CPN} based upon
a customer-initiated telephone cal) except under tl1e following three (3)
circumstances:

1. \Vhen the customer has pre-established a. password.

2. When the in)ormatiou requested by the customer is to be sent to the
customer's address ofrecord, or

3. When GeoTel calls the cusromer's telephone nnmber of record and
dIscusses the in.loffiwtion with the party initially identified by customer
when service was initiated.



B. G0QTd may use CPl\lI for the following pUlposes:

•
•

•
•

To initiate, render, maintain, ''>':Pair, bill and collect for services;
To protect its property rights; or to protect its subscribers or otber carriers
frQrtlfrandul$I1t~:ahu$ive ,; or the :unlawful use of? ox subscription to, such
services;
To pro-videinh9:t1114telemar1<yting, refelTal or adtninistrative services.to
the cust{}lucrdu:rmg a custl1lncr initiated caHmlrl: with the customer~s

informed COllsent.
To market additional services to customers that are within the same
categories ofservice to which the Cllstomer already subscribe.s;
To matket services formerly known as adjunct-to-basie services; and
To market additional services to cuslomers with the receipt of infonned
consent via the nsc ot'opl-in or opt-out. as applicable.

4. Prior to allowing ~ccess to Customers' i.'1dividuaHy identifiable CPNl to GeoTel's joint
venturers or independent contractors, GeoTel will require, in order to safeguard t.'lat
information, their entry inlo both confidentiality agreements that ensure compliance with
thi~ Stat0,rne-llt ~ll1d shall optai~,z.,.,pt-in conscl1ttrom a customer prior to disclQsing tile
information. In "ddition, GeoTel requires all outside Dealers Md Agents to acknOWledge
and certify that they may only use ePNI for U1e plllpose tor which that information has
been provided.

5. OcoTe! requires express v,rritten authorization fi'om the customer prior to dispensing
CP;:lI to new carriers, except as otherwise required by law.

6. GeoTel does not market, share or othenvise s()ll ePNI inionnation lo any third party.

7_ GeoJ'el Hl/.litrtains af(~cor~ofits?\Jln a-l1dits affiliates' .sales and marketing cmnpaigns
tbat use GeoTd's customers'CPNI. Tbe recod will include a description of each
camp;l.ign, the specilk CPNlthwwas use<.l i11 the campaign, and what products ,md
services were offered as paltofthe camp,tign.

A. Prior oommencement ofasales or marketing campaign that utilizes CPNI, GeoTel
establishes the statns of " cnstdtoer's CENt approval. The follOWing selS f011h the
pi'Ocedwrdollowed by GeoTei.

•

•

Prior to any solicitation for customer approval, GeoTel wiJ] notify
customers o[their right to restdel the use of; disclosure of; and access to
their CPNt.
GeoTe! will use opt-in approval for any instance in which GeoTcJ must
ohtain customer approval prior to using, disclosing, or permitting access to
CPNI.
A customer's approval or disapproval remains in effect until tho customer
revokes or limits s11ch approval or disapproval.



•
•

•

Records of approvals fire maintained for at least one year.
GeoTel provides individual notice to customers when soliciting approval
to 'use, disclose, or'p~rIX1it.accc$5:>t9CPNt
The CDl1tent of GeoTd's CPNll10tices comply with FCC rule 642008 (c).

8. GeozreLhasjll1plementedasysteTI1.toobtaih~Pl)rOvallli"1d inforrned consent from its
cU.St0111fjr-&priOl- totheuse--ofCPNFJof Inarketin~-purpo$es. Tids system aUo'ws
fbr the status of a customer's CPNI approval to be clearly established prior to the
use ofCPNL

9. GeoTel has a supervisory review process regarding compliance with the CPN} rules :Rlr
outboUnd marketing situations and will maintain compliance records for at least one.year.
Specifically, GeoTel's sales personnel will obtain express approval of any proposed
outbound marketing request for customer approval of rhe use of ePNI by The General
Counsel ofOcoTeL

IG. GeoTe1 notifies customers immetliatcly of any account changes, including address of
record, authentication. ouline account and password related changes.

II.. G$QT~l nlayu9,g0tiate ah~'n8:tivl3al1thentic~tion .procednres for services that OeoTel
provi4.es to.b:n~l1eS~'-ClIst?rn~rs;;tl1:at h~veadedicated acc:ount representative and a
contract that apecifically addresses GeoTd's protection of CPNl.

\2. GeoTel is prepared to provide written notice within five business days to the FCC of any
instance where the opt-in mechanisms do not work properly to such a degree that
consumC1':>sinabilityto opt",in -lsrtlore tta11-an anolualy.



AnllUlll47 CRR. § 64.2009!el CPNI Certification
E B Docket 06-36

Annual 642009(e) CPNI Certificate for 2009

Date Filed: -"!..+.'.-C''-L-=-=

Name ofCOUlpal1Y{s) coveredby this:certification:-Geotel Communications Services, Inc

Form 499 Filer In: 825397

NameQ!signatory: GeorgeAmandola

Title of signatory: President

I, George Amandola. certify that I am an officer of the company named above,
and acting as agent oftbe company, that I have personal knowledge that the compa"y has
established operating proced11l'es that are adeqnatc to enS11l'e compliance with the
Commission's CPNI rules, See 47 CF.R. § 642001 et seq.

Attached to this certification is an accompanying statement explaining how the
cOInpany~sp_roc~dlJresiensureJl~G.Fprpp::myis -:in:c0JnpHance with_the requirements set
l<lrth in section 64.200l et seq. of the Commission's rules ,

Th~ company has not taken any actions (proceedings instituted or petitions filed
by any company at either state comm15sion~, the court system, or at. tbe Commission
against date brokers) against data brokers in the past year. The steps the Cumpany !l&';

taken to protect CPNI include updating its CPNI practices and procedures and
conducting llc\v·ttaiuing-designated to· ensure con1pliance-with the FCC1s modified CPNI
rules,


